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Analytics sessions:
11.00 – 12.00

OSINT investigations – Henri Beek, Senior OSINT Trainer at DataExpert

Open Source Intelligence is being adopted more and more as a ‘necessary step’ in each type of
investigation which is a great development. Every day new open sources and social media platforms are
presented to users and some of them are potentially interesting for investigation.
This begs the question if we need to educate everyone on every new platform that is out there or if there
are smarter ways to do this. And if we decide to support our OSINT skills with self-made or commercial
tooling, what is out there and how do our skills compliment those tools?
Join me on a journey of OSINT involving right-mouse-buttons, function keys, (exotic) social media
platforms and… since we are in Belgium for this digital experience, the presentation will include a link
with beer.

13.00 – 14.00

Siren - Search based Investigative Intelligence - Giovanni Tummarello, Siren

By definition, an Investigator is faced with the need to answer new questions and analyze new data all
the time. In doing this there are 2 main challenges: disconnected data and disconnected analysis tools
that are required for the many different types of analysis. Using a modern platform, which is being used
to build Investigative Intelligence capabilities in law enforcement and in the Intelligence community,
Siren enables analysts to do achieve that task. Strongly based on the Elasticsearch technology - and in
partnership with Elastic.co - Siren fuses Link Analysis, BI and unstructured data and many more
capabilities into one platform, so it can be used within Law Enforcement, OSINT, SIGINT and Cyber
intelligence missions. Get acquainted with Siren during this breakout session!

14.00 – 15.00

Tactical Web Intelligence (WEBINT): Gathering Actionable Intelligence via a powerful
WEBINT platform - Cobwebs technologies

As Intelligence Agencies demand for advanced actionable intelligence increases, a combined end-to-end
modular WEBINT approach is critical to ensure timely operational results. In this session we will discuss
the current state of Web Intelligence and how it can be leveraged by Cobwebs’ powerful WEBINT
platform for monitoring, prevention and investigation. This session will include live product
demonstration.
This session is for Government only!

15.30 – 16.30

Hunting The Faceless – Toby Wilmington, Senior Solutions Engineer at Recorded Future
Faceless is an underground service that operates as a dark web shop, selling access to compromised
computers and smartphones. In this session, we will walk through our tracking and linking of threat
actors and TTP's relating to Faceless using our security intelligence.
This talk will be of interest to threat intelligence, SOC and incident response teams who defend against
cybercrime and fraud and wish to understand how Recorded Future can be applied to real-life incidents
and investigations.

